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SJSU Antivirus Configuration

San Jose State University
CA E-Trust Antivirus
Manual Installation& Configuration Instructions

Overview:

This document provides the recommended settings for campus computers using
the CA eTrust Antivirus software. This document is intended for campus desktop
support technicians. You may wish to customize the installation based on your
department’s needs.

The E-Trust Antivirus software described in this document for use on San Jose
State University owned computer equipment. The antivirus software was
provided to SISU campus technicians. Department IT heads should contact
UCAT if they do not have the software.

This campus version of the antivirus software is available to staff and faculty for
use on SJSU owned computer equipment. The campus version has additional

features and allows for easier management of large installations. The campus

version is available without additional cost to SJSU departments.

Note: these instructions cover the use of antivirus software on state owned
equipment. There is another software package available for home use by SJSU
staff, faculty and students. Contact the University Help Desk for the “home use
antivirus” software.

Installing the Anti-Virus Software:

Note: University Computing Systems has an anti-virus policy server in
production. You can point your clients to that machine as the AV server and it
will ensure that your computers are set to receive frequent updates and scans.

You must both install and then configure the antivirus software. To install the
antivirus software, run the setup program on the installation CD or perform a
remote installation.

Configuring the Antivirus Settings:

This antivirus software, like most, does not default to vigorous scanning and
protection options. It is strongly recommended that you configure the software
to settings similar to the settings suggested below.
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SJSU Antivirus Configuration

Open the eTrust Antivirus window by using the right mouse button to click on the
“eTrust AV” icon in the System Tray in Windows and choose “Launch eTrust
Antivirus”

Hint:
The Windows System Tray icon for My eTrust Anti-Virus (version for
personal machines) looks like this:

(Icon is a blue square that may contain an animated yellow dot)

After right-clicking on icon and choosing "Launch eTrust Antivirus" you will see
this window:

% @Trust Antivirus - Local Scanner
File Scanner View Help

= B EX® Bo & 1% %y -

= 4 My Computer Name |Type
+-[g% Local Disk (C:) “iLocal Disk (C:) | Local Disk
+ [ DVD/CD-RW Drive (D:) 2DVD/CD-RW ... CD-ROM disc
=% Network Drive \users' (H:) 22 Network Drive  Network Connection
=15 Disconnected Network Drive (Y:) ZDisconnected ... Network Connection

5 N . ! ZDisconnected ... Network Connection

+-28 Disconnected Network Drive (7:)

+- 3 My Folders
& Move Folder
[ Scheduled Scan Jobs

<@ >
File | Status \ Infection Name| Infected Dbject\ Infection Type | Detection Method | Engine| Safety Level \
Ready [ vet Clo 0o &o =

From the menu bar for eTrust, choose “Scanner\RealTime Options” and then the
following menu items: Realtime Protection, Program Options, and Scheduled
Scan. The settings for each window are supplied below.

* eTrust Antivirus - Local Scanner

File BEEOLESN View  Help
[ Start Scanning Cirl+5
El Name | Type
Local Scanner Options... Clrl+L “|ocal Disk (C:): Local Disk
B Realtime Monitor Options... Ctrl+R ﬁD}"D/CD’RW . CD-ROMdisc
¥ Signature Update Options... Ctrl+U :g!sconnegeg :emort Eonnegtt!on
: Contact Options... Ctrl+0 ZDisconnected ... Network Connection
* | Alert Options... Ctrl+A
; g‘ Services Manager... Cirl+V
®
<
— Move Directory 4
File Scheduled Scan Job , e| Infected Object | Infection Type | Detection Method | Engine| Safety Level|
Refresh F5
Change realtime monitor options [ vet Clo Oo & |
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SJSU Antivirus Configuration

Realtime Protection Options:

University Computing recommends that you make sure your computers have the same settings
as shown below:

Realtime Monitor Options &

ure Action Options

Secan ]Seledion ] Fitters ] Advanced ] Quaranting I Statistics }

Agction to Perform Before Cure Trojanwform Treatment
Direction "
5 Direction of
thiesccr:f:n._"e on IDutgoing and Incoming Files -
Action to Perform |f Cure Fails Macro Vinuges Treatment
' NoAction
Safety Level ¢ Remove [nfected Macros
' " Move File
Specify how thorough the m - " Remove All Macros
scan should be. .
" Bename File

Systern C
Infection Treatment ystern Lure

Fle Actions Sypstem cure provides advanced cleaning functionality such as

3 — @ reqgistry modification, operating system clean-up and dropped file
Cure File hd File Options deletion. In certain situations systemn cure may require a reboat.

Boot Sector Actions

Cure Boct Sector hd

[v Enable Systern Cure

0k | Cancel Help

ok | cancel | Help

|
Realtime Monitor Options g|

Scan  Selection ] Fiters ] Advanced ] Quarartine } Statistics }

Detection
[ Scarng Engre >
Advanced Options: m
Begular Files

Specify which files to scan based on the file extension. You
f? can edit the file extension list for this option.

[ A Eensions [=]] MTFS File System

W' Scan Compressed Fies [v ScanAlternate Data Strearns
“t@ Change options and choose from the supported

compression methods

Options... | Choose Type... |

oK Cancel | Heb |

(] | Cancel Help

Note: Heuristic scanning provides additional defense against unknown viruses. Heuristic
Scanning can slightly slow down a CPU starved computer. Modern computers should have no
noticeable impact with this setting.
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Local Scanner Options:
Make sure your computer has the same settings as shown below:

Local Scanner Options

Scan wﬁelemmnl Dusplayl Durecturﬂ Log
Safety Level

Specify how thorough the scan
should be

Detection

@ Scanring Engine

Advanced Options

Infection Treatment

X

|

= Antivirus Engine
[+ Heuristic Scanner
Vet -

et | MTFS File Syztem

SJSU Antivirus Configuration

Advanced Detection E\

W Scan Altemate Data Streams

@ Fie Actions
Cure Fie - File Options..
Boot Sector Actions
Repor Orly -
Ok Cancel Help
oK Carcl | Heb |

Signature Update O

Local Scanner Options

Scan  Selection lDisplaﬂ D\rectnryl Log ]

Objects to Scan
#
s

Begular Files

7

[ Boot Sector [V Files

Specify which files to scan based on the file extension. You
can edi the file extension list for this option

‘AII Extensions

¥ Scan Compressed Files

@]

Change options and choose from the supported
compression methods

=]

|

Options ... Choose Type ...
¥ Do not scan files migrated to extemal storage
0K Cancel Help

ptions

Important: Make sure your computers download frequent antivirus definition updates:
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SJSU Antivirus Configuration

Signature Update Options &|

)

Repeat Every:
Mariths:
Days:
Hours:

Minutes:

Download Date and Time

Schedule I Incoming ] Outgoing I

EQJ Schedule Downloads

Fnable Scheduled Download! v

| 2/16/2005 ﬂ

| 41000 PM -

Dowrload Now

o]

Cancel ‘ Help ‘

Scheduled Scan:

Please scan your machine frequently. Set the software to scan during times
when your computer is on. If your machine is on at night, you may wish to scan
at midnight. Otherwise, you should scan at noon or some other time when your

machine is on.

Creating a Scheduled Scan:

Choose “Scanner\Scheduled Scan Jobs\Create...”

+* @Trust Antivirus - Local Scanner
File EiilZl View Help

Signature Update Options... Ctrl+U
Contact Options... Crl+0

= € Start Scanning Crl+5

5| Job ID| Job T Description
Local Scanner Options... Ctri+L Of Local Scheduled Scan
Realtime Monitor Options... ctri+R  |[®2  Local  Nighttime scan

Scheduled Scan Time

B/19/2005 10:30:00 AM _ Cure

B17/2005 12:5%:00 AM  Cure

Action

Alert Options... Ctrl+ 4
.f Services Manager... Ctri+y
®
< < >
——  Move Directory L — =
File e SN ICTTOM | 1"fecion Type  Oetecion Method | Engine Sefey Leve[__
Refrech Fs QDtInr!s...
Statistics...
I vet o Do &o o
Enter a name for the scheduled scan.
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SJSU Antivirus Configuration

Modify Job Options &|

Description IScan I Selecticn} Schadu\e} Directanesl Exclude Dirsctories

Enter a description for these settings

Scheduled Scan

Modify Cancel Help

Set the rest of the tabs in to match the samples below.
Modify Job Options g|

Description  Scan NSeIectionw Schedula] Directaries] Exclude Directories

Safety Level

Specify how thorough the scan -

should be. =

Advanced Detection ...[X|
Detection —_—
@ G B Vet = Antivirus Engine

Advanced Options: Advanced...

Infection Treatment NTFS File System
. File Actions

Cur File hd File Options... v ScanAlbernate D ata Streams

Boot Sector Actions

Cure Boot Sector -

1] | Cancel Help

Modify | Cancel Help
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SJSU Antivirus Configuration

Modify Job Options §|
Modify Job Optio ns §| Description ] Scan ] Selection Schedule ]Directories] Exclude Directories
Descripiiun] Scan  Selection ]Schedule] Direc:lunesl Exclude Directories r
Objects to Scan
Date and Time
2 v v
g:qJ Date: E/19/2005 -
T5) -
Regular Files Time: 10:30:00 AM =
Specify which files to scan based on the file extension. You
@ can edit the file extension list for this option
- Repeat Every:
Months: Hours:
- i =] =]
EE |D | |D |
Days: Minutes:
[v Scan Compressed Files |? —| |D —|
Change options and choose from the supported =] =]
g@ compression methods
Options .. Choose Type ... Schedule Options
CPU Usage Level Low -
¥ Do not scan files migrated to extemal storage
Modfy |  Cancel | Help | Madify | Cancel | Help |

When you've created a scheduled scan, it will appear in the window on the right (highlighted)

+* eTrust Antivirus - Local Scanner
File Scanner View Help

3 = B & % 9 -

=@ ¥ My Computer Job ID | Job Type | Description Scheduled Scan Time Action
=% Local Disk (C:) [G1 Locl Scheduled Scan 8/19/2005 10:30:00 AM Cure
- []4s DVD/CD-RW Drive (D:) @2 Local Nighttime scan 8/17/2005 12:59:00 AM  Cure

+- ]2 Disconnected Network Drive ' (H:)

# 122 Disconnected Network Drive (Y:)
+- =% Disconnected Network Drive (Z:)
#3253 My Folders
& Move Folder
[ Scheduled Scan Jobs

<\ Ll B3 | ¥
File | Status | Infection Name | Infected Object | Infection Type | Detection Method ‘ Engine| Safety Level ‘
Ready 13 vet Clo Oo & =]

The settings above ensure that your machine frequently receives the latest
antivirus definition updates and will scan the computer for viruses. These
settings also enable your machine to scan a file for viruses when you access the

file. This last setting is useful when you receive files from unknown sources such
as the Internet.

Which Version of Anti-Virus is on the Machine:
The Windows tray icon for My eTrust Anti-Virus (version for personal machines):

H (Icon reads "EZ AV.")

The above icon is for the version you download from the web and install on home
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SJSU Antivirus Configuration

PCs or non-state-owned machines.

The Windows tray icon for eTrust Anti-Virus the SJISU owned machines looks like
this:

The icon above is for the version that campus IT installs on SJISU owned PCs.

Congratulations

Congratulations. You have downloaded, installed and configured your anti-virus
software for optimum performance.

New viruses appear without warning and the anti-virus companies are constantly
updating their defenses. The settings above will help ensure that your machine
is well protected from current and future attacks.
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