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Part 1: Course Summary
1. Course Catalog Description:
	
	Course Catalog Description

	
Course Description
	Fundamental security topics including cryptography, protocols, passwords, access control, software security, and network security. Additional topics selected from multilevel security, biometrics, tamper-resistant hardware, information warfare, e-commerce, system evaluation and assurance, and intrusion detection.

	Prerequisites
	CS 146, and CS 140 or equivalent


2. Course Learning Objectives:
	Item
	Objective Description

	CLO1
	Understand the basics concepts of cryptography as illustrated by a classic cipher system such as the simple substitution or double transposition; demonstrate an elementary cryptanalytic attack on such a system and quantify the expected work factor.

	CLO2
	Understand the implementation of modern symmetric ciphers such as RC4, DES and TEA; understand public key cryptosystems such as RSA, Diffie-Hellman and the knapsack; understand the implementation of a hash function, such as Tiger.

	CLO3
	Understand the methods used to verify passwords as well as the inherent weaknesses of passwords; quantify the expected work to crack passwords under various assumptions; understand the strengths and weaknesses of biometric authentication.

	CLO4
	Understand Lampson’s access control matrix and its relationship to access control lists and capabilities; understand the “confused deputy” problem and how to prevent it.

	CLO5
	Understand basic security issues in authentication and key establishment protocols, including, for example, replay attacks and their prevention.

	CLO6
	Analyze authentication and key establishment protocols for potential security flaws, and demonstrate attacks on flawed protocols.

	CLO7
	Understand certain widely used security protocols, including SSL, IPSec and Kerberos; understand the limitations and security issues related to these protocols.

	CLO8
	Understand the role that software flaws play in security; understand the buffer overflow attack and various ways to prevent it; exploit a simple buffer overflow condition; understand race conditions.

	CLO9
	Understand different types of malicious software (malware) including viruses, worms and Trojan horses; understand the details of the Morris Worm, and at least one modern virus or worm, such as Code Red or Slammer; understand the methods used to prevent and detect malware attacks.

	CLO10
	Understand software reverse engineering and the security threat that it poses; implement a simple reverse engineering attack.

	CLO11
	Understand the role that operating systems plays in security and the need for a trusted OS; understand the principles of a trusted OS



3. Course Details:
See the course syllabus: https://www.cs.sjsu.edu/private/ida/syllabi/CS166.html
4. Program Outcomes Enabled/Assessed:
	 
	BSCS (BSSE) Outcomes Enabled

	Course
	a (1)
	b (5)
	c (3)
	d (4)
	e (6)
	f (7)
	g (8)
	h (9)
	i (11)
	j
	k

	CS166
	3
	2
	 
	 
	 
	 
	 
	 
	2
	 
	 


An entry in a cell indicates that the course enables the corresponding outcome. The number (1, 2 or 3) indicates the level of achievement expected in the Course, 1 indicating Beginner, 2 Intermediate, and 3 Advanced. 
Outcomes in parentheses indicate the corresponding BSSE program outcome. A complete list of BSCS outcomes can be found at: http://www.sjsu.edu/cs/assessment/bscs/outcomes/. A list of BSSE outcomes can be found at: http://cmpe.sjsu.edu/bsse/outcomes/GEOutcomes/
Bold face entries indicate the corresponding BSCS outcome is assessed for the course. Underlined entries indicate the corresponding BSSE outcome is assessed for the course. 
Outcomes are assessed according to the following two year schedule:
	Semester
	Outcomes Assessed

	Spring 1
	a (1), j

	Fall 1
	b (5), c (3), d (4)

	Spring 2
	e (6), f (7), g (8)

	Fall 2
	h (9), i (11), k





Part 2: Assessment Results
BSSE Outcome a: An ability to apply knowledge of mathematics, science, and engineering
[bookmark: _GoBack](BSCS Outcome a: An ability to apply knowledge of computing and mathematics to solve problems)

	Performance Indicator
	1
	2
	3

	
	beginning
	satisfactory
	exemplary

	Given an iteration of the Fiat-Shamir zero knowledge protocol, verify that Bob accepts the iteration of the protocol. (assessed with an exam question)
	Major computation errors.
	Correct setup but minor computational errors.
	Correct computation and result.

	Number of Students
	 
	 
	 

	 
	 
	
	 

	Given an iteration of the Fiat-Shamir zero knowledge protocol, find Alice's secret S, and verify that v = S2 mod N (assessed with an exam question)
	Major computation errors.
	Correct setup but minor computational errors.
	Correct computation and result.

	Number of Students
	 
	 
	 

	
	
	
	

	Suppose that Alice's RSA public key is (N,e). If Bob encrypts M=2 using Alice's public key, what is the resulting ciphertext C? (assessed with an exam question)
	Major computation errors.
	Correct setup but minor computational errors.
	Correct computation and result.

	Number of Students
	 
	 
	 

	
	
	
	

	Suppose that Alice's RSA public key is (N,e). Determine Alice's private key d. (assessed with an exam question)
	Major computation errors.
	Correct setup but minor computational errors.
	Correct computation and result.

	Number of Students
	 
	 
	 





Part 3: Assessment Conclusions, Findings, and Recommendations
Outcome a conclusions

Findings and Recommendations
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