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What happens on campus?



What happens on campus?





What do these events have in common?

Every incident which required reporting, credit 
monitoring or other action at SJSU since 2013 
could have been prevented by taking minor 

precautions.



Physical Security
In the Office

Lock your 
Cabinets

Lock your Screen



Don’t let people tailgate.

Don’t prop open doors to 
secure facilities.

Don’t share door codes.



Keep a Clean Desk

Lock up confidential data when you are away



Data Classification

At SJSU, we use 3 categories to classify Data



Data Classification
Level 1

• Passwords
• PIN Numbers
• Birth Dates
• Credit Card Numbers
• Driver’s License Numbers
• SSNs
• Health Insurance Information
• Medical Records
• Psychological Counseling Records
• Employee Home Addresses

FERPA
HIPAA
PCI
Federally Protected
CSU Protected



Data Classification
Level 2

• Identification Photos
• Student Information (Grades, courses, schedule)
• Library Circulation Information
• Linking a User to a Subject Area
• Bids
• Intellectual Property
• Information Under NDA
• Maps of Campus Utilities
• Construction Drawings
• Licensed Software
• Accident Reports
• Personal phone numbers, addresses, salaries
• Donor Information

FERPA
HIPAA
PCI
Federally Protected
CSU Protected



Data Classification
Level 3

• SJSU ID
• Employee Email Address, Title, Department
• Budget
• Student Information

– Name
– Major
– Sports Information
– Weight and Height
– Dates of Attendance
– Full-Time Status
– SJSU Email Address

FERPA
HIPAA
PCI
Federally Protected
CSU Protected



Protection of Electronic Data by 
Classification



Protection of Electronic Data by 
Classification

Types of controls we need to put in place depend 
on the sensitivity of the data.

Level 1 – Must not be viewable by an outside 
party.  Encrypted in flight.  Encrypted at rest or 
other compensating controls.  Systems patched. 
Data centers secure. Employee background 
checks.  Follow password standards.  Change 
Management.  Secure applications.



Protection of Electronic Data by 
Classification

Types of controls we need to put in place depend on 
the sensitivity of the data.

Level 2 – Must not be viewable by an outside party as 
part of normal operations (Google).  Encrypted in 
flight.  Systems patched.  Data centers secure.  Follow 
password standards.  Change management.  Secure 
Applications

Level 3 – Public information, no controls needed 
UNLESS student has requested a FERPA hold.



Protection of Electronic Data by 
Classification

EVERY application, every database, every system 
we touch is unique.  

Ask yourself, what type of data am I handling?
http://security.sjsu.edu/ - Policies and Standards –

Data Classification Levels Cheat Sheet

If you have questions, ask me.  We are here to 
help!
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